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Cybersecurity isn't just about tools and frameworks; it's about
trust. Here's how one small engagement grew into a multi-year
program that transformed delivery.

In cybersecurity, projects often begin with a technical focus—an assessment, an exercise, or a
remediation plan. But experience has shown that the real driver of success isn't just technology
or methodology. Shai Mizrachi, Sygnia Sr. Cyber Security Consulting Manager and Program
Director for Repsol engagements, shared that “it’s the relationship you build with the client.”

Sygnia’s partnership with Repsol began in September 2021 with a cybersecurity posture
assessment focused on IT and OT at one site.

This initial project showcased our expertise and the value we bring as a trusted cybersecurity partner.
Just months later, in February 2022, Repsol engaged Sygnia again—this time to enhance SOC visibility.

The success of these projects wasn't just about strong execution. It was about how we worked:
listening, adapting, and ensuring the client felt supported at every step. That early collaboration
laid the foundation for something bigger.

Repsol is a global multi-energy company headquartered in Madrid, Spain. Founded in 1987,

it operates across the entire energy value chain—exploration, production, refining, chemicals,
and distribution—while also investing heavily in renewable energy, low-carbon solutions,

and advanced mobility. Repsol has a strong presence in Europe and Latin America. Its key
cybersecurity concerns include preventing data breaches, securing OT systems against
unpatched vulnerabilities, weak segmentation between OT and IT and ransomware.
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Scaling Up: From Projects to Program

Y

What began as a small initiative evolved into a 2.5-year program—Journey to Excellence—

focused on advancing security maturity through an average of eight projects per year. As the

scope expanded, so did the partnership.

To strengthen collaboration, Sygnia delivered most projects onsite. Physical presence fostered

personal relationships and day-to-day trust that remote work rarely achieves. Over time, this
led to something invaluable: full transparency across all teams.

Sygnia built deep connections throughout Repsol—from technical teams to mid-level
managers and C-suite executives. This multi-layered trust ensured alignment, accelerated
decisions, and created a shared commitment to elevating cybersecurity maturity.

Sygnia engagement at every level:
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Transparency changed everything. Challenges surfaced faster, feedback became direct, and

collaboration turned seamless. That's when work shifts from “completing projects” to driv
real transformation—taking Repsol’s cybersecurity posture from good to great.

The Next Chapter: A Deeper Partnership

By the end of 2024, the results spoke for themselves: dozens of successful projects and

(

a partnership built on trust. That trust led Repsol to commit to a new three-year program
designed to go deeper and strengthen critical areas.

Program Highlights:

Threat Purple Team Posture War

Hunts: Exercises: Reviews: Games:
Proactively Sharpen offensive Deep dives Prepare for

uncover & defensive across IT and OT real-world
hidden risks readiness environments crisis scenarios

This continuity does more than improve delivery. It builds long-term resilience.
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The client’s words best capture the real value of this journey:

Javier Garcia Quintela, Repsol Global CISO

“Long-term relationships and mutual trust create the
foundation for success. Working with a partner who
understands our challenges over time allows us to
move faster, smarter, and with confidence.”

Ramon Sanchez-Cantalejo Gamino, Repsol Cyber
Security PMO

“This kind of trusted relationship helps us move projects
forward on time and with great cooperation while also
managing the whole program with flexibility. It's not just
about delivery it's about working as one team.”

The journey from a single project to a multi-year program was not only about expanding scope
or delivering results. It was about investing in the relationship.

Cybersecurity is complex and fast-moving. No two clients have the same needs, and no two
projects are identical. One truth remains consistent: when trust is strong and relationships
are nurtured, delivery improves naturally.

Ultimately, Sygnia's greatest achievement is not just helping a client achieve a more resilient
cybersecurity posture. It is becoming a trusted partner who can address today’s challenges
and prepare for tomorrow.

Sygnia is the foremost global cyber readiness and response team, applying creative ATEMASEK COMPANY AND MEMBER
approaches and battle-tested solutions to help organizations beat attackers and stay secure. OF THE ISTARI COLLECTIVE

Sygnia is a trusted advisor and service provider of technology and security teams, executives

and boards of leading organizations worldwide. Learn more at Sygnia.co. TEMASEK ISTARI
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